
 
 

 

 
 
 

Real-Time Spectrum Monitoring System Provides Superior 
Detection And Location Of Suspicious RF Traffic 

 
By Malcolm Levy, Vice President, Americas, CRFS Inc., California  

 
 
INTRODUCTION TO RF SPECTRUM MONITORING 
 
 Today, more than ever before, monitoring RF spectrum activity in a given 

geographical area is becoming a necessity rather than a choice. Applications for 

examining the RF environment are almost boundless, and include regulatory 

enforcement, corporate security, defense, counter espionage and cyber security.  

Military proving grounds, power plants, sports facilities, city centers, embassies, 

harbors, and national borders are just some of the places where spectrum 

monitoring has a role to play in ensuring security and effective operations.  

 The traditional approach to RF spectrum monitoring has been to use some 

type of mostly stationary benchtop spectrum analyzer and/or high-performance 

signal intelligence (SIGINT) system to capture signals for analysis. These systems 

have tended to be specialist rather than all-purpose, not rugged or particularly easy 

to deploy in the field, as well as being high cost.        

In response, CRFS developed the RFeye® - a new kind of RF spectrum 

monitoring system.  The RFeye is designed specifically to meet the demanding 

requirements of real-time multi-functional signals detection, analysis and 

geolocation, all in a ruggedized package that is easy and versatile to deploy and 

network in the field.  

 Combining the functions of a radio receiver, spectrum sensor, interference 

detector, direction finder, signal demodulator and security device - all in one - the 

RFeye is a highly flexible and cost-effective system.   It offers excellent RF 

performance - for example, it has a much lower noise floor than most spectrum 

analyzers - and very high sweep speeds, enabling it to detect and distinguish low 
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power signals from the noise floor and capture even transient spectrum events, such 

as burst transmissions, that would otherwise be missed. Continuous 24/7 monitoring 

raises alerts on any unauthorized or suspicious signals and enables real-time 

geolocation of the source. 

  

OVERLAY OF TRANSMITTER GEOLOCATION TECHNIQUES PROVIDES 
RELIABLE PERFORMANCE FOR ALL SIGNAL TYPES   
 
 There are a number of well-established radiolocation techniques for finding 

the source of transmission of a given signal.  These include Time Difference of 

Arrival (TDOA), Power on Arrival (POA) and Angle of Arrival (AOA). Each technique 

has its advantages and disadvantages for different signal types.  Therefore CRFS’s 

approach is to use all three of these techniques, as appropriate. The RFeye can be 

easily configured to enable overlay of the results onto maps to increase the 

probability of locating the source of any given signal.  

 

Augmented geolocation techniques  

 

                                 Geolocation accuracy for each technique varies according to signal type 

 

 

 There is sometimes confusion between the concepts of geolocation and 

direction finding (DF). Geolocation is the ability to pinpoint a transmission in two or 
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three dimensions. By contrast, DF gives a bearing (AOA) to a transmission, e.g., an 

angle from the sensor to the transmitter, hence does not directly geolocate the 

position of transmission. 

TDOA and POA are the simplest methods of geolocation as they require only 

omnidirectional antennas which makes for cost-effective and compact installations.  

TDOA and POA measurements use multilateration and amplitude comparison 

methods requiring three or more receiver points distributed in a geography of 

interest. All the receivers are tightly synchronized to allow simultaneous spectrum 

captures and sweeps for precise geolocation based on TDOA or relative POA at 

each receiver point. Nodes can be accurately synchronized to within 35 ns RMS 

accuracy using GPS or network techniques.   

AOA methods require more complex directional antenna structures but can 

also be made cost effectively with careful design (such as with CRFS’s Advanced 

Location System Arrays). In AOA, the bearing of the target transmitter to the receiver 

is calculated based on the strength of the signal at each antenna element.   Multiple 

AOA systems can be used at different locations to provide multiple bearings that can 

be combined to find the intersection point, for greater positional accuracy.  

CRFS provides solutions for any given geography and application, ranging 

from straightforward POA networks for in-building use to more complex hybrids of 

TDOA/POA and AOA systems for wide area monitoring and interference 

management.   Each of the techniques is described in more detail below. 

 

Time Difference of Arrival (TDOA) 

 With TDOA, the IQ (In-phase and Quadrature) data from each receiver that 

“sees” the signal of interest are cross-correlated against data with the same time 

stamp from other receivers.  The measured differences in time of arrival of the signal 

of interest are used to calculate a probability heat map for any given position based 

on the strength of correlation.  It is important to note that only a few bits of IQ data 

need to be returned from the receiver in order to correlate; large bandwidths are not 

required. 
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 The precision of the location is a function of the type of signal. Generally, a 

digital signal has good cross-correlation properties and so provides the highest 

accuracy, whereas a CW tone provides little information for TDOA.  The correlation 

properties of analog FM signals depend on the program content at any point in time, 

giving extremely variable results. One important advantage of TDOA is that the 

cross-correlation process allows for geolocation of signals that are below the 

receiver noise floor.  

A minimum of three receivers are needed for TDOA.  Positional and time data 

provided by a built-in global positioning system (GPS) receiver is required to ensure 

the precision of the geolocation result.  
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Examples of TDOA heat maps for different signals 

 

Transmitter bounded by receivers  Reduced modulation bandwidth, 

dilution of geolocation position 

 

 

Transmitter not bounded by receivers,  CW signal – not possible to geolocate 

dilution of geolocation precision 

 

Power on Arrival (POA) 

 POA is a simple technique that compares received power at each receiver 

site.  Over relatively small areas, such as in a building, it is a highly effective method 

for geolocation.  Over a wider area it provides a useful approximation to quickly 

determine a likely transmission location. POA is dependent upon the inverse square 

law propagation characteristics of RF signals - the rate of change of signal strength 
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with distance. As long as each receiver starts its spectrum sweep at the same time, 

or takes a measurement of the signal in question at the same time, then a 

comparison can be made of the relative signal strengths. Synchronization of the 

receivers is achieved with GPS or a cabled synchronization system. 

 POA is an ideal method for in-building security applications, such as TSCM 

(technical surveillance counter-measures) or “bug finding”. It works well with a 

relatively high density of receivers where signal sources are closer to the receivers. 

CRFS provides a fully cabled and networked solution for in-place monitoring systems 

where the sensitivity and rapid sweep of the RFeye ensures very high probability of 

intercept of suspicious or unauthorized signals, including the very short-burst 

transmissions typical of modern bugging devices.  

  

Example of POA using multiple receiver sites 

 

 

 

 

 

Angle of Arrival (AOA) 

 AOA measurement is a relatively simple method for determining the bearing 

to a transmitter from the direction of propagation of the RF energy. AOA can be 

measured reliably using a single receiver and a directional antenna array. 

 There are a number of methods available to capture signals using AOA. One 

particularly useful technique is to electrically rotate circularly polarized antennas 

whose radiation pattern characteristics are known or can be calibrated for. Signals 
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appearing at different signal strengths at each antenna can be compared against the 

known performance of the antenna and directional information is thereby derived. 

The advantages of this system are the ability to look at multiple signals 

simultaneously, make recordings and play back any number of signals for later 

analysis. 

 When logging spectrum occupancy data with this type of system, directional 

information can also be recorded together with each signal received. Thresholds can 

be set to determine for which signals to capture a directional recording (i.e., above a 

specific signal-to-noise (S/N) or signal level).  

Directional accuracy (RMS error) is often quoted when comparing different 

AOA systems. However, great care is needed when considering performance in the 

real world, as opposed to the test chamber, since multi-path effects from 

surroundings play a major role in the accuracy of the AOA bearing. A “free space” 

accuracy will never be achieved in the real world. The following factors all affect the 

accuracy of the results: tree foliage, buildings, height above ground, hills and 

mountains, open stretches of water, even weather in the form of tropospheric 

ducting, which has been recorded as high as 800 MHz.  

 Two or more AOA arrays can be used to generate not only bearings, but an 

actual geolocation.   Whilst two units will provide a good indication, three are 

required for unambiguous geolocation, as shown below.  

 

Geolocation using AOA with two and three receiver points  

    

Note the power on each antenna on each one of the arrays. The third receiver is 

required to give unambiguous geolocation in the event the transmitter is collinear 

with two receivers 
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SIDEBAR: A QUICK COMPARISON OF METHODOLOGIES 
 

TDOA 
• Simple technique using synchronous captures to determine relative time of 
arrival of signal at different receiver points 

• Three or more stations for RF emitter positional fix  
• Ideal for geolocation over wide areas 
• Best for relatively long burst transmissions with good correlation properties 
• Uses processing gain of correlations to operate close to or below receiver 
 noise floor  

• Requires timing synchronization between receivers  – GPS or in-building 
wired system  

 
 
POA 
• Simple technique using synchronous sweeps to determine instantaneous 
 relative signal power at different receiver points 

• Three or more stations for RF emitter positional fix  
• Ideal for in-building or short range geolocation 
• Only useful within a few hundred meters of source 
• Responds to any RF transmission type, e.g. CW as well as modulated/burst 
• Affected by shadowing and fading, i.e. requires planning and calibration 
• Requires timing synchronization system - in-building wired system or GPS 
 
 
AOA 

• AOA arrays can have single or multiple receiver channels 
• Responds well to any RF transmission type -  CW as well as modulated/burst 
• Has directional antenna gain, i.e. increases detection range 
• Responds to any polarization type, no horizontal linear polarization limitation 
• Able to determine and resolve multipath components to determine signal 
quality 

• Measures signal power so detection limited by noise floor of receiver 
• Antennas get large for frequencies below 500MHz, e.g., 100MHz antenna is 
typically 0.7m x 0.7m 

• Does not require a timing synchronization system  
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RFEYE -  A NEW KIND OF SPECTRUM MONITORING 
 
 The RFeye was developed as a completely new kind of RF spectrum 

monitoring system. It is simple to deploy in the field, fully networkable, infinitely 

scalable, compact and rugged, with built-in intelligence at each node. It is designed 

to efficiently perform a wide range of operations.   It sweeps the full spectrum from 

10 MHz to 6 GHz (extendable to 18 GHz) in less than 150 ms. This allows it to 

capture and analyze even short-burst transmissions and the most transient events. 

With a high-performance radio coupled with a Linux operating system, the unit 

operates fully autonomously and is directly IP addressable without the need for a 

computer server. 

 

 

Spectrogram showing unauthorized transmissions 

 

The RFeye can be deployed in networks ranging from a handful of nodes for a 

specific area to very large number of nodes over wide areas. Each intelligent node 

has its own remote distributed computing power, and can act independently or in 

conjunction with other nodes in the network. It can process and analyze data, make 

decisions based on its programming, and communicate with/assign tasks to any 

other node. The system runs very rapidly, with no backhaul problems and no routing 

through a central server, making it ideal for dynamic real-time applications. 
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 The system can be programmed to perform a series of multi-layered missions 

with relative priorities assigned to each. These include general background 

monitoring and spectrum occupancy measurements, interference detection, 

transmitter geolocation, signal demodulation and signal classification. A network of 

nodes (either fixed or temporary) is deployed around a location of interest. This could 

be a military proving ground, coastline, or land border. The RFeye makes 

measurements of the spectrum to provide information about authorized and 

unauthorized activity in the area. This real-time intelligence can be acted upon to 

resolve interference, reassign frequencies, share spectrum between different users, 

or to detect intruders or bugging devices.  The applications are nearly endless. The 

system’s architecture allows multiple users to access the network simultaneously, 

requesting multiple missions and operations.  

 All of the nodes are synchronized to a reference clock: GPS for outdoors or a 

proprietary SyncLinc™ system for in-building use. This allows each node in the 

network to sweep and capture at exactly the same time. Background masks are 

created for authorized or expected RF activity at the node. Any detected signal that 

breaks the mask will trigger the node to perform a closer investigation, and can 

activate an alarm if appropriate. The system can send commands to the nearest 

nodes in the network to locate the source using the various techniques discussed 

above: TDOA, POA, and AOA.  

 

 

MILITARY AND DEFENSE APPLICATIONS 

 CRFS has developed a fully integrated spectrum monitoring solution - RFeye 

Detect - designed specifically to support military spectrum operations at critical sites.   

Target sites include military bases, training grounds, proving grounds, as well as use 

for in-theater planning and operations. Defense departments and military bases 

around the world need to be increasingly careful to ensure that interference does not 

create problems during training, trials and operations.    

RFeye Detect uses a network of RFeye nodes at fixed locations and/or 

mounted on vehicles to continuously monitor bands of interest and to flag 
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interference or unauthorized usage.  Sources of unauthorized transmissions or 

interference can be quickly identified, investigated, and geolocated using TDOA and 

AOA.   This enables fast resolution of spectrum conflicts and helps support spectrum 

operations on any given site or in the field. The same network of nodes can also be 

used to build up a picture of spectrum usage and trends over time, with a view to 

improving overall efficiency of spectrum planning and allocations. 

 RFeye Detect can also be used to monitor international borders, detecting 

and identifying RF signals as they move to and from the border, watching for illegal 

crossings and activities such as drug smuggling. Most illegal activities are 

coordinated using RF communications from some form of FRS (family radio service) 

or cell phones which can be reliably detected and geolocated.  

 GPS jamming has also become a problem in a number of scenarios. When 

flying and guiding UAVs (unmanned aerial vehicles), some form of monitoring and 

location devices are needed to look for ground-based jammers and again RFeye 

Detect provides a powerful and cost-effective solution. 

  

OBTAIN VALUABLE STRATEGIC AND TACTICAL INFORMATION FOR  
IN-THEATER OPERATIONS  

 CRFS also provides fully ruggedized systems for use in harsh environments, 

including battlefields. These systems can be used from ground vehicles with real-

time in-vehicle displays, or data can be recorded and analyzed after the fact. 

Spectrum mapping allows analysis of spectrum usage before, during, and after 

campaigns. It can be used for identifying available frequencies, minimizing 

interference, planning better operational communications strategies, identifying 

suspect transmissions and potential enemy threats.  

SUMMARY 

 Cost-effective, multi-user, multi-mission spectrum monitoring systems, such 

as the RFeye, have an increasingly important role to play in modern military and 

defense applications.   Systems are now available that can be easily deployed in 

remote, often hostile locations, that can perform multiple functions, including the 
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ability to detect, analyze and reliably geolocate signals of all types.  The overlay of 

different radio geolocation techniques such as TDOA, POA and AOA,  provides a 

new level of effectiveness for locating sources of interference and unauthorized 

transmissions that may represent a nuisance, criminal activity or a military or security 

threat.  More than ever before, spectrum intelligence is a valuable resource. 


